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Abstract 
Phishing is a fraudulent attempt where attackers trick the victims into disclosing 

sensitive information under pretenses. This research project aims to develop a Google 

Chrome extension to detect phishing emails. We firstly collected a number of phishing 

email samples. Then we used text mining techniques to find out the words that are 

important in phishing emails. Next, we developed a classifier model that the Chrome 

extension will use to detect phishing emails using those words. The next step was to test 

the extension with phishing email samples and standard (non-phishing) email samples. 

After that, the evaluation metrics were collected. We found our extension was able to 

identify phishing emails and non-phishing emails with a relatively high degree of 

accuracy.   

1 Introduction 

Google Chrome extensions (Figure 1) are programs that can be installed into Chrome in order to 

change the browser's functionality [1]. The extension can provide new functionality by combining 

existing web browser features and making it possible for users to do many things simultaneously [2]. 

Some examples of Google Chrome extension functions include blocking ads from being displayed, 

password management, and translating the web page.  

In phishing attacks, phishers (attackers) trick the victims into divulging critical information under 

pretenses [3]. There are several types of phishing scams, including SMS messages, email, and fake 

websites. This research project aims to develop a Google Chrome extension to detect phishing emails 

using a model or algorithm. 

                                                           
* Work was done when the first author was at the University of Minnesota Crookston. 
�‚ Corresponding Author 



 
   Figure 1: Google Chrome Extensions                                         Figure 2: Phishing Email Sample 

2 Background and Why Chrome Extension 

According to the Anti-Phishing Working Group (APWG), the number of phishing detections in the 

first quarter of 2018 increased by 46% compared with the fourth quarter of 2017 [4]. During the 

COVID-19 pandemic, phishing is becoming a security issue more than ever. The United States 

Department of Homeland Security reported that advanced persistent threat (APT) groups and 

cybercriminals are targeting individuals, small and medium enterprises, and large organizations with 

COVID-19-related scams and phishing emails in the alert [5]. With the continuous development of 

camouflage technology, it is becoming more and more essential to develop an effective and precise tool 

to detect and prevent phishing.  

Google Chrome extension is suitable as a platform for development for many reasons. Firstly, the 

Google Chrome Extension is based on and installed inside the Chrome browser, which has a minimal 

effect on the use of the computer system resources. Chrome is a very popular browser around the world, 

and users can easily access it. Secondly, most users view and write emails via browsers, which means 

that the browser build-in function, like extensions, will be the most straightforward and effective way 

to detect phishing emails. Thirdly, the extension will be small in size and easy to install inside the 

browser. Google Chrome extension is safe and user-friendly because it just needs one click to install. 

When users want to stop it, they need one click to disable the extension [6]. 

3 Collecting Phishing Email Samples 

To analyze phishing emails and test the extension, we collected more than fifty phishing email 

samples from various sources. Most of the samples come from the Berkeley Information Security Office 

[7]. In addition, we collected some of them from our university email inbox. The collected phishing 

email samples were used as the data set. We analyzed the samples using text mining techniques and 

found out the suspicious words in phishing emails. Then, in the testing phase, we used those phishing 

email samples to test our extension. 

4 Employing Text Mining to Determine the Suspicious Words 

We imported the phishing email samples as a document to find out the suspicious words for 

detecting phishing emails. Then, we wrote a program to determine the tf-idf (term frequency-inverse 
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document frequency) for each word in the document. The tf-idf weight is a statistical measure used to 

evaluate how important a word is to a document in a collection or corpus [8]. Term Frequency (TF) 

measures how frequently a term occurs in a document. Since every document is different in length, it 

is possible that a term would appear much more times in long documents than shorter ones. Thus, the 

term frequency is often divided by the document length as a way of normalization [9]: 

 

𝑡𝑓(𝑡) =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑖𝑚𝑒𝑠 𝑡𝑒𝑟𝑚 𝑡 𝑎𝑝𝑝𝑒𝑎𝑟𝑠 𝑖𝑛 𝑎 𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑒𝑟𝑚𝑠 𝑖𝑛 𝑡ℎ𝑒 𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡
 

 

Inverse Document Frequency (IDF) measures how important a term is. While computing TF, all 

terms are considered equally important. However, it is known that certain terms, such as "is," "of," and 

"that," may appear a lot of times but have little importance. Thus we need to weigh down the frequent 

terms while scaling up the rare ones by computing the following [9]: 

 

𝑖𝑑𝑓(𝑡) = log
𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡𝑠

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡𝑠 𝑤𝑖𝑡ℎ 𝑡𝑒𝑟𝑚 𝑡 𝑖𝑛 𝑖𝑡
 

 

𝑡𝑓_𝑑𝑓(𝑡) = 𝑡𝑓(𝑡) × 𝑖𝑑𝑓(𝑡) 

 

Then we used the following code (Figure 3) in Python to implement the calculation of tf-idf. 

 
Figure 3: Code Snip for tf-idf 

After executing the above code, we got the list of suspicious words. Figure 4 shows a part of the 

suspicious word list. 
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Figure 4: Part of the Suspicious Word List 

After filtering out some unrelated words such as location words and date words, we got the final 

version of the word list, as shown in Figure 5. 

 

 
Figure 5: Final Suspicious Word List 

5 Developing the Chrome Extension 

To build the Chrome extension, we went through the video tutorial in reference [10]. The first step 

was creating the �³manifest.json�  ́file inside the extension folder. This JSON file contains the name of 

the extension and the version of it. And it also links to the content script and the popup HTML file. 

�)�L�J�X�U�H�������V�K�R�Z�V���W�K�H���³manifest.json�´���I�L�O�H�����,�Q���O�L�Q�H���������L�W���F�R�Q�Q�H�F�W�V���W�K�H��content script �³�F�R�Q�W�H�Q�W���M�V��� ́In line 12, 

it connects the popup script �³�S�R�S�X�S���K�W�P�O��� ́ 
 

 
Figure 6: File “manifest.json” 
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Figure 10: File “popup.js” 

6 Main Function for Detection 

We created the �³content.js�  ́file for the main function for detection. Figure 11 shows the source code 

�R�I���W�K�H���³content���M�V�´���I�L�O�H. This file will read the web page and execute the detecting function. A for loop 

was used to go through all the words in the suspicious list. The program can do a match for the web 

page with a word each time. The innerHTML.match() function can check if the web page contains the 

word or not. In line 13 of Figure 11, �Z�H���F�U�H�D�W�H�G���D���Y�D�U�L�D�E�O�H���³�P�D�W�F�K�H�V�´���W�R���V�W�R�U�H���D�O�O���P�D�W�F�K�H�G���Z�R�U�G�V���H�D�F�K��
time. If the variable �³matches�  ́is not equal to null, the web page contains the word. Then the counter 

will increase by one. After the program completes the matches for all words, it will send the counter to 

�W�K�H���³�F�R�Q�W�H�Q�W���M�V�´���I�L�O�H����Based on the experience, we set the boundary condition as six. If the counter is 

greater than six, it will report phishing. That is the detection result. If the boundary condition is more 

than six, we get more false negatives. If the boundary condition is less than six, we get more false 

positives. 

 

 
Figure 11: File “content.js” 

7 The Main Challenge 

We used Gmail as the email service. The main challenge of Gmail is that the HTML source code is 

encrypted. If we run the extension directly on the email page, the extension cannot access the email 

content. Figure 12(a) shows the encrypted HTML code. 
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To solve this problem, we added an instruction asking �X�V�H�U�V�� �W�R�� �F�O�L�F�N�� �W�K�H�� �³�V�K�R�Z�� �R�U�L�J�L�Q�D�O�´�� �E�X�W�W�R�Q��
before pressing the detect button. Figure 12(b) shows the Original Message page. On this page, the 

extension can read the HTML for the email message since the HTML is not protected. 

 

 
(a)                                                                                             (b) 

Figure 12: (a) Encrypted HTML Code (b) Original Message Page 

8 Experimental Results 

This section presents the testing result of the extension on different email services. We sent the 

phishing email samples to the email inbox and ran the extension on each sample email. The output 

results of the extension were recorded. We used the following metrics to evaluate the performance of 

the extension.  

Accuracy: Accuracy shows how many of the predictions are correct [11].  

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑟𝑢𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 + 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑟𝑢𝑒 𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑝ℎ𝑖𝑠ℎ𝑖𝑛𝑔 𝑠𝑎𝑚𝑝𝑙𝑒𝑠 + 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑆𝑡𝑎𝑛𝑑𝑎𝑟𝑑 𝑠𝑎𝑚𝑝𝑙𝑒𝑠
 

 

Precision: Precision measures how good our model is when the prediction is positive [11]. 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑟𝑢𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑟𝑢𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 + 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑎𝑙𝑠𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 
 

 

Recall: Recall measures how good our model is at correctly predicting positive classes [11]. 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑟𝑢𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑟𝑢𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 + 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑎𝑙𝑠𝑒 𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠
 

 

F1 Score: F1 score is the weighted average of precision and recall. It is a more useful measure than 

accuracy for problems with uneven class distribution because it takes into account both false positives 

and false negatives [11]. 

 

𝐹1 𝑆𝑐𝑜𝑟𝑒 = 2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

 

Sensitivity: Sensitivity is also known as the true positive rate (TPR). It is the same as recall. Hence, 

it measures the proportion of positive class that is correctly predicted as positive [11]. 
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Specificity: Specificity (true negative rate) is similar to sensitivity but focused on the negative class. 

It measures the proportion of negative class that is correctly predicted as negative [11]. 

 

𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 =  
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑟𝑢𝑒 𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑟𝑢𝑒 𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠 + 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑎𝑙𝑠𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠
 

 

False positive rate (FPR): The false positive rate is defined as the probability of falsely rejecting 

the null hypothesis [12]. 

 

𝐹𝑎𝑙𝑠𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑟𝑎𝑡𝑒 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑎𝑙𝑠𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑎𝑙𝑠𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 + 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑟𝑢𝑒 𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠
 

 

We tested the extension with thirty phishing email samples and twenty standard (non-phishing) 

email samples. Figure 13 summarizes the findings of our extension. By default, Gmail has a phishing 

and spam protection feature. It will report phishing or spam warning to users when detecting suspicious 

emails. We also tested the Gmail protection feature with the phishing email samples and standard email 

samples, summarized in Figure 14. 

 

 
Figure 13: Distribution of TP, FP, FN, and TN (Our Extension) 

 

 
Figure 14: Distribution of TP, FP, FN, and TN (Gmail Protection Feature) 

After calculation, we got the following figure showing all measure values as a clustered column 

chart. The results show that our extension has higher overall accuracy and higher sensitivity compared 

with the Gmail protection feature, while the Gmail protection feature has a higher specificity and lower 

false positive rate. Those results suggest that our extension has significantly better performance when 

detecting phishing emails. 



 

 
Figure 15: Measure Metrics for the Extension 

9 Future Work 

In order to improve the accuracy and reduce the false positive rate, we will find some phrases and 

short sentences that are important in phishing email samples. Then, we will add those phrases and short 

sentences into the suspicious word list and test the extension again. We will also employ sentiment 

analysis, which is the field of study that examines human opinions and sentiments towards different 

entities [13], to find the neutral, positive, and negative polarities in the sentences. According to those 

polarities, we can improve the detecting function by weighing up the segments that have negative 

polarities. 

Currently, �W�K�H���³�'�H�W�H�F�W���3�K�L�V�K�L�Q�J�´���E�X�W�W�R�Q���Q�H�H�G�V���W�R���E�H���F�O�L�F�N�H�G���W�R���D�F�W�L�Y�D�W�H�� �W�K�H���H�[�W�H�Q�V�L�R�Q and run the 

detecting function. In the future, we will try to make an automatic detecting feature. With this feature, 

the extension will scan the web page first. If the web page is an email service page, the extension will 

automatically detect the email. Once the extension completes the detection in the background, it will 

send a warning popup window if the email is phishing-likely. 

In addition, we will try to improve the extension so that it can access the encrypted Gmail page 

directly. With this improvement, users do no�W���Q�H�H�G���W�R���F�O�L�F�N���W�K�H���³�V�K�R�Z���R�U�L�J�L�Q�D�O���P�H�V�V�D�J�H�´���E�X�W�W�R�Q���W�R���O�H�W��
the extension access the unencrypted email HTML source code, improving the extension's usability. In 

the future, we will also develop the detecting function for languages other than English, such as Spanish, 

Chinese, and Arabic, in order to recognize emails in different languages. 

10  Conclusion 

The above testing results show that our Chrome extension has higher accuracy and precision when 

detecting phishing emails. Meanwhile, it has a relatively lower false positive rate. Those results indicate 

that the extension has a good ability to identify phishing emails and non-phishing emails.  



Due to the large number of emails received every day, it is not easy for users to identify those 

phishing emails. Our extension can notify users of the existence of phishing emails and reduce the 

chance of users being scammed. 
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