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Using cloud computing, businesses can adopt IT without incurring a significant upfront cost. The Internet has numerous benefits, 

but model security remains a concern, which affects cloud embracing negatively. The security challenge gets too difficult un- 

derneath data center, while additional dimensions such as model design, multitenancy, elasticity, and the layers dependency stack 

have been added to the problem scope. We present a thorough examination of the cloud security challenge in this article. We 

looked at the issue from the standpoints of network infrastructure: cloud-provided features, cloud consumers, and cloud service 

delivery methods. Based on this research, we developed an in-depth characterization of the data protection challenge and 

recommended security solutions that should address the critical aspects of the issue. Cloud computing is an exploding field of 

research that relies on distributing computing power instead of using dedicated computers or smart devices. Most of the growth in 

this sector is attributed to the indispensability of electronic and digital gadgets and the shift from a traditional IT subscription 

model to a unique cloud model. Cloud computing offered a significant danger and difficulty for information system projects, but it 

also provided them with several possibilities to improve their data processing. It has also been noted that cloud users and 

consumers do not yet have the necessary forensic skills to detect illegal activity in the cloud. Although the cloud offers potential 

technological and economic advantages, consumers have been reluctant to adopt it primarily due to security concerns and the 

difficulty of conducting an appropriate investigation into the cloud. Some study has been done in this area, and strategies for 

conducting forensic investigations have been proposed. In this research paper, we begin by analyzing the intrusion detection 

progress made by other academics, and then we analyze and evaluate our conclusions in order to assess the potential difficulties 

that cloud forensics face based on these findings. 

Introduction 

Cloud technology is the next phase of Intertubes, realistically distributed databases that deliver computing power “as a service 

[1].” NIST [2]proposes the most frequently used descrip- tion of the cloud services concept as “a paradigm for providing 

on-demand networking provisioning of cus- tomizable computational power (e.g., networking, com- puters, memory, 

programs, and activities) that may be swiftly provided and dispersed with minimum adminis- trative labor or network 

operator ability to interact.” Figure 1 shows the structure of cloud computing. A cloud can be 

 
 

 
FIgurE 1: Cloud computing. 
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FIgurE 2: Multitenancy path for resource sharing. 
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FIgurE 3: Classification of the elasticity mechanisms. 

 
 

virtualization, which are two instances of virtualization (in- frastructure). In the current study, we express the existing 

problems and issues surrounding security and efficiency [7] These concerns are divided into four categories: architectural 

design concerns, process improvement design concerns, cloud particular type concerns, and cloud decision maker concerns. 

Our goal is to figure out where the cloud model’s flaws are. We provide a thorough study of each shortcoming to highlight 

the underlying causes. The security challenge turns to be very challenging underneath the cloud paragon at fresh aspects such 

as model design, elasticity, and layer dependency stack, which are introduced into the problem scope [8]These findings will 

support cloud suppliers and security sellers to understand the problem well. Moreover, it allows investigators to determine the 

current scale and flaws of the problem.The following is a breakdown of our paper’s structure. In part two, we look back at 

prior attempts to define cloud security issues and concerns. Parts III through VII look at analyzing the security issue from 

several angles. The major security enablers in the cloud paradigm are discussed in Section 8. Section 9 summarizes our 

findings and identifies the essential characteristics that some cloud security answers should address. Furthermore, in part X, we 

talk about up- coming effort focused on privacy factors we talked about previously. Figure 5 shows the flow of paper. 

 

1. Literature Review 

Numerous authors address the problems and problems related to cloud computing security. The Cloud Services Use Factors 

division delves into the many usage event 
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main contributions. Figure 8 demonstrates different types of cloud computing. Also, Figure 9 shows different layers in cloud 

computing. 

The following are examples of cloud initiatives, as shown in Figure 10.As shown in Figure 10, every care model contains a 

variety of alternative solutions, complicating the creation of a common security architecture for every service delivery model. 

Furthermore, various service provision methods may cohabit in a single virtual machine, complicating the risk management 

further. Infrastructure-as-a-Service (IaaS): cloud services offer computational power, memory, and networking as web 

operations. The network virtualization underpins this ser- vice architecture. The most well-known IaaS supplier is Amazon 

EC2. Figure 11 shows the offering services and their connections by IaaS.Platform-as-a-Service (PaaS): cloud services give 

sys- tems, resources, and some other professional services that let clients create, publish, and maintain their own apps while 

configuring some of these systems or supplementary services through their own computers The PaaS paradigm can be built on 

top of an IaaS model or immediately in front of data centers. The most well-known PaaS is the Google App Engine and 

Windows Server Azure. Figure 12 shows the offering services and their connections by PaaS.Software-as-a-Service (SaaS): 

when cloud suppliers provide programs housed on network infrastructure as a web resource to end customers, rather than 

needing the consumers to download the apps on their PCs. This ap- proach may be served in front of PaaS, IaaS, or network 

infrastructure directly. Salesforce CRM is an instance of a SaaS application. Figure 13 shows the offering services and their 

connections by SaaS. 

reveals that the majority of studies focused on the overall field of cloud forensics rather than a specialized one. 

 
2. The Cloud Computing Architecture and Security Implications 

There are three performance management methods and three major technology architectures in the Cloud Com- puting 

paradigm [23, 24]. The three existing solutions are (1) private cloud, that is, a database server specific to a given organization, 

(2) public cloud, that is, a cloud platform publicly accessible for registration and use of basic facilities, and (3) hybrid cloud, 

that is, a hybrid cloud that can be broadened to usage funds in community clouds. Since cloud services are open for customers 

to serve their operations, including malevolent users, they are the most susceptible 

2.1. Identify the Objects under Protection. This study iden- tifies seven protection layers as per the cloud service’s de- livery 

method . Control points in cloud information management include standard control points as well as cloud-related control 

points. Cloud-based protection objects and traditional approaches are compared in Table 1. It is also vital that the cloud system 

protect the abstract resource security and the software platform layers. In the end, vir- tualization devices must be protected 

on the host side and in the network layer . 

 

2.2. Trust and Security Models in Cloud Computing. The capacity to interact with AR displays is perhaps one of the most 

important features. A partnership of five Japanese institutions, comprising JAIST, launched the enPiT-Security training plan 

(also known as SecCap) in April 2013. Tohoku University, Nara University of Science and Technology, Keio University, and 

the University of Management Safety are all the other cooperation participants. 
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Issues and risks of cloud computing and challenges faced in Cloud Forensic 
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The SecCap program is intended for undergraduates and aims to acquire the skills needed by IT security professionals 

through lectures and hands-on actions on protection ele- ments of web browsers, programs, networking, and mali- cious 

software defenses and techniques 

 

3. Cloud Computing Characteristics and Security Implications 

Cloud services must enhance resource usage and, yet, lower costs in order to achieve effective resource use. At the same time, 

users must be able to acquire assets only as far as they are required, with the ability to raise or reduce energy usage in response 

to real demand . The cloud computing model provides a win-win solution by including two es- sential features: integrons and 

mobility. All traits have major consequences for the privacy of the cloud paradigm. 

Multitenancy means that tenants share computing re- sources, storage, services, and applications . Figure 15 depicts the 

various ways to multitenancy implementation. Each tenant has their own dedicated instance with their own modifications in 

method 1 (customization may include special development to meet customer needs). 

Approach 1 is called the single Tenant. A single client is served by a single instance of the application and its cor- 

responding infrastructure. There is just one instance of the program running on a single computer with a single tenant. In 

essence, this choice does not allow for any kind of sharing. Essentially, there is no sharing happening with this option. It has 

some advantages and disadvantages. There are several advantages to a single-client environment, such as increased security 

and dependability due to the abundance of re- sources and safe physical systems that come with having a whole 

environment devoted to just one client and always accessible. Furthermore, it benefits from customization since 
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FIgurE 8: Types of cloud computing: private cloud, public cloud, and hybrid cloud. 
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FIgurE 10: Cloud service delivery models. 

 
separated into main network elements and additional components that are launched given current tenant requests, similar 

to Amazon web services . 
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it has complete control over the data, making it possible for customization and new features if necessary. 

On the other side, the drawbacks of a single-client en- vironment include the need for frequent maintenance to keep the 

system operating smoothly and effectively since a single-tenant system often involves more jobs. Additionally, 

setup/management is a disadvantage since SaaS multitenant configurations are simple to install and run. Last but not least, 

there is Cost, which is single-tenant that often provides for greater resources, however, at a more significant expense since there 

is just one user for the whole system. 

In method 2, every tenant has their own specialized server, similar to strategy 1; however, all versions have distinct 

settings. All tenants utilize the same example with real-time customization in method 3 (the program is depending on the 

load on the current context. The most dangerous approaches are 3 and 4 because tenants share the same storage and 

equipment . This information sharing compromises the anonymity of tenants’ IT property, ne- cessitating the use of protected 

virtualization. To prevent coordinated attacks that tries to founder with the accuser funds, there must be segregation between 

tenants’ infor- mation (at remainder, storing, and transformation) and destination accountability, during which tenants have 

really no expertise or regulate from over particular location of their assets (could have a high ranking influence on data pres- 

ervation like nation or continent extent) . 

Separation in IaaS must take into account VM capacity, processor, cognition, cached storage, and networking. 

Segregation in PaaS must comprise isolating among 
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FIgurE 11: Infrastructure as a service (IaaS). 

 



Security and Communication Networks 11 
 

 

 

FIgurE 12: Platform-as-a-service (PaaS). 

 
operating services and API calls . Separation in SaaS must be applied to distinct telecommunications service in the same 

example by numerous occupants, in addition to tenant information. 

Flexibility is the capability of adjusting the amount of resources given to an on-demand based system . Tenant 

contributions can be scaled up and down to use the tenant’s given threshold value assets in the development of other tenants. 

But this could cause security concerns . The reduction of tenant A frees up resources, which are now shared by tenant A and 

tenant B, allowing them to determine tenant A’s former contents. In addition, flexibility provides a mechanism for allocating 

resources based on the number of eligible assets attributed to a vendor [10]. 

 

4. Cloud Computing Stakeholders and Security Implications 

Various people are engaged in the cloud computing plat- form: private cloud (an entity that schedules to cloud users), Internet 

supplier, and trade customer . Every participant has its current security technologies, as well as obligations (specifications)  

and abilities (provided) from many other participants. As a result, (1) a collection of protection criteria defined on a system by 

several tenants may be incompatible As a result, every provider’s protection specifica- tions must be preserved and 

implemented at the provider recommended intervals and at execution time, taking into consideration the potential of new 

conditions given current users’ requirements to ameliorate potential risk; (2) the user and provider must try negotiating and 

cooperate on the imposed system security. However, there are no basic se- curity specification expressions that cloud 

participants may use to describe and argue about the security features they offer/require.; and (3) every participant can have 

their safety new strategies for defining resources, anticipated risks, and their consequences, as well as how to avoid problems. 

Both cloud service suppliers and cloud users (who are unaware of the materials and security measures of activities based on 

their technologies) lose control when they embrace the public cloud. Security SLA was made critical as an element of the 

strategy for defining, enforcing, and analyzing security characteristics . SLAs, on the other hand, still leave security 

characteristics out of their requirements. Further- more, SLAs are greater contracts that do not include the specifics of security 

rules and controls, as well as how to alter them in real-time.Data centers, on the other hand, can not implement 

efficient and safe security measures since they are unaware of the designs of managed services [6]. Moreover, computing 

resources are confronted with a slew of new safety regula- tions, even while maintaining a diverse set of security controls 

that must be maintained. The protection control- lers’ jobs are made much more difficult by this . Between cloud producers 

and recipients, they must be informed about what safety is implemented, what dangers are present, and what breakdowns 

happen on the cloud infrastructure and infrastructure components . This is referred to as “trust but verify,” in which cloud 

users should have faith in their suppliers, but cloud services should give tools to assist users in verifying and monitoring 

privacy compliance . 

 

5. Security and Trust Model in Cloud 

Aside from a basic inspection, numerous associated recent studies have generated many approaches for forensic. 
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investigation, particularly in the security and trust areas. There are some who use the Internet who are not necessarily spe- 

cialists in the area of computers. Traditional firms handle all sensitive information inside and have total control over their 

personnel, which is one of the most noticeable issues found . According to Dimitri , cloud migration has reduced the 

development of effective security procedures. Since the cloud’s characteristics vary from architectural design, this is being 

reevaluated. So, as to secure the secrecy and reliability of data, it is advised that you use a suggested trustworthy third party; 

it can be regarded as a protection system in the cloud that forms a network of confidence. In this context, it is argued that 

even if the cloud model is not completely open, suppliers can exercise some openness in order to outline what is really being 

performed in a certain region and also discusses the necessity of cloud providers proposing security rules and the many types 

of security problems . In terms of privacy, corporation is ac- countable for all of their sensitive data; moreover, there is a 

fundamental weakness in organizations that are unfamiliar with data storage and contro.The major barrier for adopting cloud 

services, as shown in Figure 16, is data protection safety problems around the cloud, which span over seven phases of the 

information life cycle, including 
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and passwords, which may be captured and misused by unauthorized users. As a result, there is a significant gap in the 

technologies that can help detectives in working with  

 

cloud data centers. It is tough to build these technologies for forensic information gathering since there are a lot of bridge 

creation and a lack of resources standardization [3]. 

 

8. Summary of Solutions Presented 

After some thought, we have included some of the answers given in the selected articles in this section. First, we looked for 

cloud-based digital forensics options. Cloud suppliers offer software as a service, which includes a specialized investigative 

system for researchers to use. Because the re- searchers would have to deal with huge disk disks, they also offer investigations 

as a service. This platform may offer investigators terabytes of data of memory to handle nu- merous pictures and can also 

assist them in cracking cryptography keys. Another suggested framework integrated the conservation and recognition stages to 

aid data pro- tection; the framework’s distinctiveness resides in the iter- ative process necessary for evaluating consumer 

equipment as evidence. In addition, to cope with the continuously changing cloud environment, a new data tracking system is 

recommended, as well as a data gathering and processing system to handle cloud-related difficulties. We have dis- covered 

solutions for specific stages of standard sensitivity analysis. For difficulties with the identification phase, it was proposed that 

a capability to monitor the status of client usage and logging be added to the software as a service architecture. Some 

innovative approaches were also pre- sented. Afterward, there are approaches to safety, faith, and confidentiality problems in 

the cloud, with a secure in- formed cloud that uses a cloud authentication scheme being offered as a solution. It has an inner 

confidence element, which is performed using the physical system’s hardware security module. In summary, the majority of 

cloud security issues are caused by the lack of a single standard paradigm.This can increase scientific researchers’ capacity to 

conduct examinations by ensuring that worldwide standards are followed. Table 3 shows a comparison of cloud forensic, 

cloud computing’s privacy and associated risks, and forensic approach for cloud forensic, which are discussed in this paper. 

 

9. Conclusion 

After some thought, we have included some of the answers given in the selected articles in this section. First, we looked for 

cloud-based digital forensics options. Cloud suppliers offer software as a service, which includes a specialized scientific 

server for researchers to use. Because the re- searchers would have to deal with huge hard drives, they also offer investigations 

as a solution. This service may offer investigators terabytes of data of memory to handle nu- merous pictures and can also 

assist them in cracking security keys. One of the suggested systems integrated the conser- vation and recognition stages to 

aid data protection; the program’s distinctiveness resides in the iterative process necessary for evaluating a client’s 

equipment as proof. Additionally, a data management framework was presented as well as a data gathering and processing 

system to address the concerns of the continuously changing cloud environ- ment. We have discovered solutions for specific 

stages of standard forensics frameworks. For difficulties with the analysis phase, it was proposed that a capability to monitor 

the condition of customer consumption and reporting be added to the software as a service architecture. We also presented 

an innovative approach for establishing a mini- mum value for a remote monitoring system. There is now a way for a safe, 

trusted, and private cloud to be offered as a solution to the problems of security, trust, and privacy in the cloud. It has an inner 

trust component, which is performed using the physical system’s trusted platform component. 

increase forensic analysts’ capacity to conduct examinations through the correct application of world standards. Despite the 

fact that governments can strive to establish agreements to protect privacy for the sake of bridge inquiry, choosing which 

court or judicial system to present the subject remains problematic. However, the tools that are ready to facilitate a thorough 

audit cannot be used to conduct a forensic ex- amination on the Internet. As a result, appropriate appli- cation of worldwide 

standards aids detectives in improving cloud performance. The big data paradigm is one of the most promising computing 

paradigms for telecom operators, virtual servers, and cloud clients. However, we must plug in the present security weaknesses 

in order to get the most out of the model. The following is a summary of the Internet security concerns based on the facts 

supplied as follows: 

(i) Many security vulnerabilities, like as virtualization and SOA, are handed down from the technology used. 

(ii) Multitenancy and isolation are significant aspects of the data protection challenges that necessitate a vertical 

approach from the SaaS level to physical infrastructure. 

(iii) To oversee and monitor such a large number of needs and procedures, risk management is necessary. 

(iv) As indicated in Figure 3, the hybrid cloud should have a thorough security layer such that every contact with any 

cloud platform asset must first pass through security features. We propose that cloud computing security solutions 

be implemented: 

(v) Focus on the abstract of the problem, using model- based approaches to capture several security per- spectives and 

connect them in a unified cloud security model. 

(vi) A feature of the data center. A flexible regulatory interface should be provided through delivery mechanisms (such 

as flexibility motors) and APIs. 

(vii) Project integration for multitenancy (each user can only see their own contributed data) and flexibility (you can scale 
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up or down depending on the scenario). 

(viii) Assist with the integration and coordination of other security measures at various tiers so that integrated security 

may be provided. 

(ix) Adapt to environmental changes and the demands of users. 

 

10. Future Work 

We are taking a look at the current cloud security issue. As a consequence of the adoption of the cloud designer, a security gap 

has formed between cloud users’ and cloud providers’ system security measures. To solve this problem, we must 

we suggest using an adaptive model-based method. Patterns will aid in the abstraction of problems and the capture of different 

stakeholders’ security needs at various degrees of detail. Adaptability will aid in the delivery of a cloud security paradigm that 

is interconnected, flexible, and enforced. The vicious circle will track system security in order to improve the present cloud 

security paradigm and keep cloud users informed about the protection of their property. 
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