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Abstract. Due to high fairness and allocation efficiency, the task as-
signment problem of mobile applications via auctions has become a
promising approach to motivate bidders to provide their mobile device
resources effectively. However, most of existing works focus on the auc-
tion mechanism under the plaintexts, and ignore the problems caused by
information leakage. In this paper, we study the problem of the privacy-
preserving auction for task assignment in outsourced cloud environments
without leaking any private information to anyone. Specifically, we use
Yao’s garbled circuits and homomorphic encryption system as underlying
tools. Along with several elaborately designed secure arithmetic subrou-
tines, we propose a privacy-preserving and truthful auction framework
for task assignment in outsourced cloud environments. Theoretically, we
analyze the complexity of our scheme in detail and prove the security in
the presence of semi-honest adversaries. Finally, we evaluate the perfor-
mance and feasibility of our scheme through a large number of simulation
experiments.

Keywords: Privacy-preserving - Auction - Task assignment - Yao’s gar-
bled circuits.

1 Introduction

With the development of mobile applications, a single mobile device can no
longer meet the resource requirements of mobile application tasks. On the one
hand, due to expensive mobile devices, enterprises that need devices are reluc-
tant to buy large amounts of devices to support the development or operation of
mobile applications. On the other hand, it is unrealistic for manufacturers with
idle mobile devices to share their device resources or perform tasks for others.
In recent years, due to high fairness and allocation efficiency, cloud auctions
for task assignment have become a promising approach to motivate bidders
to provide their mobile device resources effectively. However, most of existing
works [1-4| focus on the truthfulness, personal rationality and computational
efficiency of auctions, but ignore the security problems caused by information
leakage in outsourced cloud environments. For example, bidders may eavesdrop
on other bidders’ bid information to modify their actual bids, which will win the



2 X. Jiang et al.

auction with a higher probability; the cloud auctioneer may know the bidder’s
identity and bid information, which will tamper with the pricing strategy to
obtain additional profits. The above problems will break the truthfulness and
fairness of the auction. Therefore, sensitive data should be encrypted before up-
loading to the cloud auctioneer, who requires to perform the auction process on
the encrypted data and output the same auction results as the original auction
mechanism without leaking any intermediate results to anyone. In addition, it
is also necessary to ensure the high efficiency of the system when dealing with
large amounts of users in real-life applications. The above requirements make
the privacy-preserving auction for task assignment a challenging task.

We focus on the problem of a privacy-preserving auction framework for task
assignment in outsourced cloud environments. In this paper, we select the re-
cent work [1] as the underlying auction mechanism. There are two reasons for our
choice. First, this work designs an optimal winning bids determination algorithm
and employs a one-to-many matching manner. However, the other works [2, 3]
limit the auction mechanism in a one-to-one matching manner, which omits the
fact that the resource-rich devices can support the resource requirements of mul-
tiple buyers in a practical system. Second, this scheme has proven the properties
of truthfulness, individual rationality, and system efficiency. Some works like [4]
do not provide complete proof for these properties and have high system over-
head. Recently, there exist lots of privacy-preserving solutions to tackle various
cloud auction problems [5-13], which are introduced in Related Work. Neverthe-
less, none of the above works can directly deal with our problem. Specifically,
since our auction process involves a lot of nonlinear arithmetic operations, which
is hard to guarantee security throughout the whole auction process. For exam-
ple, Jiang et al. [7] propose a secure auction scheme for task assignment, but
this scheme do not consider the privacy of the number of resources required,
which is critical data during the auction process. Wang et al. [11] propose a se-
cure and truthful double auction scheme for heterogeneous spectrum allocation,
but this scheme discloses the number of candidates, which leaks the privacy of
data access patterns. In addition to security, ensuring the system efficiency of
our privacy-preserving auction is still a challenging task. These recent works [5,
8,9, 12| design a serious of secure auction schemes to provide a strong security
guarantee for bidders. However, these schemes involve large amounts of public-
key encryption operations, which leads to huge computation and communication
costs.

In this paper, we propose a Privacy-preserving and Truthful Auction scheme
for Task Assignment (PTATA) based on a novel composite method of combining
Paillier homomorphic cryptosystem [16] with Yao’s garbled circuits [17], which
fully protects the privacy information for each participant in the presence of
semi-honest adversaries. Our contributions are as follows:

1. Based on Paillier homomorphic cryptosystem and Yao’s garbled circuits, we
propose a privacy-preserving and truthful auction scheme for task assign-
ment in outsourced cloud environments without leaking any actual interme-
diate results to anyone.
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2. We design two secure arithmetic subroutines over the encrypted data, which
can be the critical building blocks in other applications.

3. We prove that our scheme can guarantee a strong security under the semi-
honest model and analyze the system complexity. Based on extensive exper-
iments, we evaluate the performance and feasibility of our scheme.

The rest of our paper is organized as follows. In Section 2, we present problem
formulation and primitives. Our scheme PTATA is presented in Section 3. In
Section 4, we present our simulation experiments. Related works are discussed
in Section 5. Finally, the conclusion is made in Section 6.

2 Problem Formulation and Primitives

2.1 System Framework
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Fig. 1: System framework

As shown in Fig. 1, we construct the system framework of our problem under
the semi-honest model [14]. Specifically, Buyers (or task demanders) submit the
encrypted resource requirements and identity information to the Cloud Auction-
eer (C1), who performs the auction process over the encrypted data. Sellers (or
bidders) have idle mobile devices and bid for each task. They encrypt these bids
and the number of resources provided before uploading to the cloud auctioneer.
The Cloud Agent (C;) provides cryptographic services and helps the cloud auc-
tioneer to execute the secure auction protocol. Note that the cloud auctioneer
and cloud agent are competitive companies, that are highly improbable to con-
spire with each other, such as Amazon and Google [15]. Such a system framework
is widely used in various related domains [5-9].

The main goals of our privacy-preserving auction scheme are as follows:

— Correctness: The results of the privacy-preserving auction scheme are con-
sistent with the original auction mechanism.

— Security: Except for the auction results, all participants will not learn any-
thing about the actual information during the auction process.

— Efficiency: In practical applications, it is important to ensure system effi-
ciency when dealing with large users.



4 X. Jiang et al.

2.2 Auction Mechanism

In this paper, we consider a truthful auction for task assignment, where n sellers
want to compete for homogeneous tasks of m buyers. Let t;(1 < j < m) denote
the set of buyers, each of whom has one task that requires the same amount of
resources required r. Let d;(1 < i < n) denote the set of sellers, each of whom
provides a certain number of resources R; and bids b; ; for each task. Then, each
buyer t; submits r to the auctioneer while each seller d; submits (B;; R;), where
B; € B is the set of bids by d;. Note that each seller can meet the resource
requirements of multiple buyers.

We review a truthful auction mechanism for task assignment [1]. The follow-
ing is a brief description of this scheme.

Stepl: Winning Bids Determination For each seller d;, the auctioneer first
calculates the number of tasks that d; can accept, which is constrained as follows:

K; = min{L%J; m}; (1 <i<n): (1)

After obtaining K = {K;},, the auctioneer selects the least cost in B,
ie., b; j, = min{b; ;|b;, ; € B}, which is a winning bid. We set I;, ;, = 1 and
W = W U {d;,;t;;;b;, ;, - Then, the auctioneer removes this winning task t;,
and all the bids in B for t;,, and updates K;, = K;; —1. When K;, is 0, the
seller d;; and its bids should be removed. After that, the auctioneer continues the
above process until all the tasks are allocated. Finally, based on all the winning
bids, the auctioneer calculates the minimum overall cost, as follows:

>
Cp = bikvjlc; (1 <k< m): (2>
k=1
Step2: The Payments of Winning Bids The auctioneer initially restores
all data to original values. For each winning bid b;, ;, € W(1 < k < m), the
auctioneer first removes this winning bid b;, j, from B, and re-executes Stepl to
output the minimum overall cost C Bnfbi, ;9 without the presence of b;, ;.. The
payment of b is denoted by p;, ;. , calculated as follows:

Pir.je = Chntv,, ;0 — (Cp —biy 5, ) (3)

Tk Jk

2.3 Cryptographic Tools

Paillier Cryptosystem. To protect the sensitive information of buyers and
sellers, we adopt Paillier homomorphic encryption scheme [16] to encrypt the
sensitive data before uploading to the cloud auctioneer. A pair of key (public key
pk and privacy key sk) of this system is generated by the cloud agent. Buyers and
sellers encrypt data by E,x(-), and the agent uses Dy (-) decrypt the ciphertext.
Paillier cryptosystem has the following excellent properties: 1) Homomorphic
addition: Dsk(Epk(ml) * Epk(mz)) =my+m; and Dsk(Epk(ml)W) = M1 * My,
where my, my € Z,,, n is a product of two large primes. 2) Indistinguishability:
the same plaintext m is encrypted by pk multiple times, the obtained ciphertexts
are different, ie., Epk(m)1 7é Epk(m)z and Dsk(m)l = Dsk(m)z.
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Algorithm 1 The overview of PTATA
Input: Sellers: the amount of resources provided R and the set of bids B.
Buyers: the amount of resources required r.
Output: C; and Csy: the actual auction results.
Phase 1: Encrypted Private Data

1: Cq: generates a key pair (pk;sk) of Paillier cryptosystem.

2: Each Seller d;: encrypts its bids B; and available resources R; by pk, i.e.,
E(B;) and E(R;), and sends them to Cj.

3: Buyers: encrypt resources required r by pk, and send E(r) to C;.

Phase 2: Computing Garbled Circuits

4: C; and Cag: generates the secret-shared values of all received data.

5: Cy: converts the original auction mechanism into garbled circuits, generates
the inner circuit labels of its inputs, and then sends garbled circuits and
garbled values to C,.

6: C1 and Cy: compute the garbled values of Cy’s inputs via OT protocol,
run garbled circuits of secure winning bids determination (Section 3.2) and
secure payments computation (Section 3.3), and output the actual results.

3.2 Secure Winning Bids Determination

After receiving the encrypted data, C; and C, execute secure winning bids de-
termination protocol to secretly obtain all the winning bids and the overall cost.
Specifically, as shown in Algorithm 2, C; first calculates the amount of tasks that
each seller d; can accept with Cp, i.e., K; = min{[£:];m}(1 < i < n), in which
| £ ] can be computed via secure division computation protocol (SDC) [20] based
on the property of Paillier homomorphic addition. The inputs of SDC are E(R;)
and E(r), and the output is the secret-shared value (Rr;). Based on OT proto-
col, C; and C, obtain the garbled values ((B); (R); (F¥r)). To secretly calculate
acceptable task amount K;, C; and C, invoke the following TwoSMIN circuit.
As shown in Fig. 2, we combine two SUB circuits and a MIN circuit to realize
the desired functionality.

TwoSMIN Circuit. Since the secret-shared values has been transformed
into garbled values, the complete values can be obtained by the SUB circuit,
e.g., &= SUB(a/:L/s; 8), S is a random number, and the MIN circuit is used to
output the minimum value between two numbers. e.g., if a > b, then MIN(e;§)
outputs B = 8; otherwise, outputs 2 = a. Note that, the MIN circuit has been
proposed in [19], where 1 is a one-bit comparison result. Based on the MIN

circuit, we construct the CMIN circuit to output this comparison result f,
which can be used to determine the index of minimum value.

Based on TwoSMIN circuit, C; and C, can compute the acceptable task
amount fl = TwoSMIN(RH;; @) of each seller b;. Next, the main process is to
secretly determine the minimum bid and its index from B. To realize the above
functionality, we build an efficient FILMIN circuit, as shown in Fig 3. Compared
with the recent work [7], the computational overhead is reduced by 50%.
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2 After obtaining the seller d;,’s index set X, C; and Cy use SUB circuit

to update the acceptable task amount fi, ie, K; = K; — X;. To secretly
determine which K; is 0, they evaluate the EQ circuit to output a one-bit
value €. That is, if K; is 0, then e; = 1; otherwise, €; = 0.

Since all the bids of the seller d;, whose K; is 0, are invalid, and all the bids
for the task t;, are invalid, C; and C; according to & and ¥ can determine
the invalid bids, denoted as the flag set ¥. That is, if the bid b; ; is invalid,
then ;; = 1; otherwise, ;; = 0. Next, MUX circuit is used to remove all
the invalid bids, denoted as £, i.e., if ij = 1, then b;; = 1%; otherwise,

b j = bi ;.

Algorithm 2 Secure Winning Bids Determination

Input: C;: Encrypted E(B), E(R), and E(r).

C,: A key pair (pk;sk).

Output: C; and Cs: W = {b/,;:}g;l, E= {Ifk}glzl, and the overall cost (C';.

e e e
AR S s

—_ =
N O

—_
o

[L;
. Initialize W = 2, B = @, and & =0

© P DT W

C]_ and Cz:

: (Rr;) = SDC(E(R;); E(r)); (Vi € [1;n]).
: Convert (E(B); E(R)) into secret-shared values ((B); (R)).
: Generate the garbled values (B; R; Fﬁ’) via OT protocol and SUB circuit.

= TwoSMIN(J,; m); (Vi € [1;n]).

for k =1tom do
FILMIN (I ; 163; 5, 09, ), get the least value bsz]k and its index I-_[;_;
Set ti;; as one of the winning bids.
Task t;,’s index: ¥ = XOR(IT; 2 )5 (V) € [1; m)); where I}'; L
Seller d;, ’s index: 3 = XOR(MF; 1 190); (Vi € [1;n)).
Update the acceptable task amount I_C = SUB(E; ).
& = EQ(Ffi; 0), if K; is 0 that the seller d; should be remove, set e; = 1.
Find the invalid bid indexes in B via ¥ and &, denoted as G¥.
Remove all the invalid bids b-zr; = MUX((bfj, ) a3).
E=BUm and W =Wu{b, , }.

: end
. Calculate the overall cost (F; = ADD(bs, ;305,505 5 Da i )-
. return W = {b;,_; }7,, €= {® )}, and (.

—~—

—~—

After that, C; and C; put this winning bid value b;, j, and its index set I-_'Z

into the set W and E, respectively. They continue the above process until all the
tasks are allocated. Finally, they use a ADD circuit to calculate the overall cost

& = ADD(E;J:; l;;];, :iby,, ), and then output W, e, and ;.

3.3 Secure Payments Computation

Based on the winning bids determined in the above subsection, C; and C, need
to secretly calculate the payment for each winning bid. Specifically, as shown in
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Algorithm 3, they initially restore (B;R;K) to the initial garbled values. For
each winning bid blk g in W, they first use MUX circuit to remove bl,c i from
B and then re-execute Algorithm 2 to get the another overall cost € Bnfb;, j, 9-
Based on Eq. (2), two SUB circuits are used to obtain the payment p;, . After
that, C; and C, continue the above process until all the payments are calculated.
Finally, they reveal all the winning sellers and buyers (d;, ; t;, ) and the payments
Pr. The payments for other bids that do not win are 0.

Algorithm 3 Secure Payments Computation
Input: C; and Cp: W = {k;,:]/k ym B = {1y, and (.

Output: C; and Cy: The actual auction results (d;, ; t;, ; Piy jx)-

C; and C,:

Restore (B;R;K) to the initial values.

while ¥b;, ., € W do
Remove the winning bid b1z MUX((bZ—'?, 1h; |f) where f'; LA
Execute Alg. 2(line 5-18) to output @anbikyjkg without bzwk
\\ Calculate p;, j, = Canbikwjkg —(Cp — by, j,.)-
Do = SUB(€gnf,, , o1 SUB(@:0, 1))

end

Reveal the results of winners (d;, ; t;,) and the payments p;, j, -
The payments for other bids that do not win are 0.

3.4 Security and Efficiency Analysis

Security Analysis. Based on composition theory [15], we prove the cryptog-
raphy security of PTATA under the semi-honest model [14].

Theorem 1 As long as Paillier cryptosystem and various circuits are secure
under the semi-honest model, PTATA is secure under the semi-honest model.

Proof. On the one hand, Since C, is responsible for generating the key pair
(pk; sk) of Paillier cryptosystem, C; cannot decrypt the encrypted data. Before
obtaining the secret-shared values, C; uses homomorphic addition to randomize
these encrypted data, which sent to Cy. Since Paillier cryptosystem has been
proved to be semantically secure, C; and C, cannot learn anything from these
encrypted data and secret-shared values. On the other hand, various circuits
including XOR, EQ, MIN, SUB, CMP, MUX and TwoSMIN, and FILMIN, are
both applied in Yao’s garbled circuits, and all intermediate values are inner
circuit labels. Since Yao’s garbled circuits have been proved to be secure under
the semi-honest model [22], PTATA is secure under the semi-honest model.

Efficiency Analysis. The main cost is garbled circuits for execution. Fortu-
nately, the XOR gate has almost no overhead with "free XOR" technique [23],
and the efficiency of our system depends on the amount of non-XOR gates. In
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communication overhead of the recent work, respectively. In summary, the ex-
periment results show that the costs of our protocol are acceptable in practical
applications.

5 Related Work

Recently, there are various works to deal with privacy-preserving cloud auction,
Specifically, Chen et al: [5] first design a privacy-preserving cloud auction for
Virtual Machines (VMs) allocation based on a data-oblivious way, which protects
the privacy of bidders. However, this scheme does not consider available resources
privacy. Then, Cheng et al: [6] propose an efficient and secure double cloud
auction scheme, which can protect the privacy of all users. Nevertheless, the
challenges of this solution (such as secure compare-and-swap and secure sorting)
are different from our problem. Besides, the recent work [7] proposes a secure
auction scheme for heterogeneous task assignment, but this scheme does not
consider the number of task required privacy.

Another related research topic is privacy-preserving auction for spectrum al-
location. Chen et al: [8, 9] propose two privacy-preserving double auction schemes
for homogenous spectrum allocation based on a series of secure arithmetic public-
key operations. To improve the system efficiency, the work [10] designs a secure
spectrum auction scheme via public-key encryption system, but this scheme does
not consider bidders’ location information privacy. To protect location informa-
tion, Wang et al: [11, 12] propose a series of privacy-preserving and truthful auc-
tion schemes for double spectrum auction. Unfortunately, these schemes disclose
the access patterns privacy. Recently, Cheng et al: [13] propose a lightweight
framework, which ensures high efficiency while providing a strong security guar-
antee. However, this solution involves large amounts of pre-computed multipli-
cation triplets between two cloud servers, which is unrealistic.

6 Conclusion

In this paper, we have proposed PTATA, a privacy-preserving and truthful auc-
tion scheme for task assignment in outsourced cloud environments. Moreover,
we have proved that PTATA protocol is secure under the semi-honest model
and have analyzed the system efficiency. Based on extensive experiments, our
solution is acceptable in real-life applications.
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