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Design Requirements for Smart Vehicles Efficient Carbon Emission  

Management Framework 

 

Abstract:   This work focuses on developing design requirements for an optimized cloud service-

based serverless framework, called 'Serverless Tracking for Internet-of-Vehicles Carbon' (STIOVC), 

for reducing CO2 emissions from smart vehicles. By leveraging the efficiency of the pull/push data 

model (Hogue, 2020) and integrating AWS services using AWS SAM (Serverless Application 

Model) (Smith, 2021) framework, the STIOVC framework aims to revolutionize transportation and 

logistics by enhancing energy conservation and efficiency. The pull/push data model (Hogue, 2020) 

enables proactive data transmission when changes occur in vehicle sensor data, minimizing 

unnecessary data transfers, reducing network traffic, and conserving network resources. The 

integration of AWS Lambda, DynamoDB, Glue, and QuickSight further enhances the framework's 

capabilities in data processing, storage, analysis, and visualization, facilitating timely identification 

of emission patterns and the implementation of effective CO2 emission reduction measures. The 

proposed conceptual framework bridges the gaps in existing frameworks by addressing scalability, 

cost-efficiency, ease of management, and seamless integration with public cloud services. This work 

discusses scalability and implementation challenges for real-world transportation systems in 

combining the pull/push data model (Hogue, 2020) with AWS services. The conceptual framework 

aims to maximize the efficiency of data collection and processing, facilitating effective strategies for 

CO2 emission reduction in smart vehicle networks. Overall, the work contributes to advancing energy 

conservation and sustainability in transportation and logistics, providing valuable insights and 

actionable strategies for stakeholders and policymakers. Comparative analysis, benchmarking against 

existing approaches, and evaluating broader impacts beyond efficiency metrics are left for future 

work. 

Introduction 

 

          Smart vehicles, while offering benefits like improved fuel efficiency and enhanced safety 

features, still contribute to greenhouse gas emissions, making it crucial to address their carbon 

footprint through measures such as promoting the adoption of electric vehicles and implementing 

stricter emission standards. Carbon emissions from smart vehicles have become a growing concern 

in recent years due to their environmental impact. While smart vehicles offer various advantages such 

as improved fuel efficiency, reduced traffic congestion, and enhanced safety features, they still 

contribute to greenhouse gas emissions which remains a significant concern. Continued efforts to 

develop cleaner energy sources, improve vehicle efficiency, and promote sustainable practices are 

essential for reducing the environmental impact of smart vehicles and achieving a more sustainable 

transportation system (Ahmed et al., 2019). 

 

          Smart vehicles typically rely on technologies and systems that require energy to operate. 

Electric smart vehicles, for example, produce zero tailpipe emissions during operation, as they are 

powered by electricity rather than fossil fuels. However, the carbon footprint of electric vehicles 

depends on the source of electricity generation. If the electricity is derived from renewable sources, 

such as solar or wind power, the carbon emissions associated with electric vehicles can be 
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significantly reduced. On the other hand, smart vehicles equipped with internal combustion engines, 

including hybrid vehicles, still emit carbon dioxide and other greenhouse gases. These emissions arise 

from the combustion of fossil fuels used for propulsion. The carbon emissions from these vehicles 

can be influenced by factors such as engine efficiency, driving behavior, and traffic conditions 

(Mahmood et al., 2019). 

 

        Currently many efforts are being made to reduce the carbon emissions from vehicles around the 

world. Governments and regulatory bodies are implementing stricter emission standards, promoting 

the adoption of electric vehicles, and encouraging the development of alternative fuel technologies. 

Additionally, advancements in vehicle design, materials, and manufacturing processes aim to 

improve fuel efficiency and reduce emissions.  To address the carbon emissions associated with smart 

vehicles, it is crucial to develop a framework for on-board vehicular data gathering, guided data 

usage, real time analysis, decision making, and secure disposal of collected data after analysis. 

Measuring carbon emission from smart vehicles require systematic and planned data collection 

approach (Van Wynsberghe, 2021; Rajkumar, 2022). 

 

             Collecting data on carbon emissions from smart vehicles involves employing various 

methods and technologies such as onboard vehicle sensors to measure fuel consumption, emissions 

parameters, vehicle diagnostics, and telematics systems to gather real-time traffic data. Such rich data 

sets help to get various insides such as correlation between vehicle movement and carbon emissions 

data, direct measurements of pollutants through remote sensing establishing, data sharing with 

manufacturers and research institutions for partnerships, and helping in government emission testing 

programs. Further, integration of smart vehicle technology with smart cloud infrastructure and 

transportation systems can help optimize traffic flow, reduce congestion, and minimize emissions 

through intelligent route planning and vehicle-to-vehicle communication within smart vehicular 

networks. Smart vehicular network is a network of connected vehicles using communication 

technologies to enable intelligent transportation capabilities, facilitating real-time data exchange, 

collaboration, and on-road decision-making among vehicles through road-side infrastructure, and 

cloud-based services. Such networks provide enhanced road safety, optimized traffic flow, 

autonomous driving, and sustainable mobility. Smart vehicle networks leverage Software Defined 

Networks (SDN) (Nithya et al., 2020) to establish centralized control and management, enabling 

secure and reliable connections between vehicles and the cloud infrastructure. Further, the integration 

of SDN and cloud allows for centralized management, seamless software deployment, streamlined 

updates. collaboration, advanced analytics, and data security (Nithya et al., 2020). 

 

 

             In this work we are proposing an optimized cloud service based serverless framework for 

reducing CO2 emissions from smart vehicles that combines the efficiency of the pull/push data model 

(Hogue, 2020) integrated with AWS services build using AWS SAM framework (Smith, 2021), we 

name this as 'Serverless Tracking for Internet-of-Vehicles Carbon' (STIOVC), framework. By 

proactively pulling or pushing data when changes occur in the vehicle sensor data, the framework 

aims to minimize unnecessary data transfers, reduces network traffic, and conserves network 

resources. This approach enables real-time ingestion, processing, and analysis of vehicle data, 

allowing for timely identification of emission patterns and the implementation of effective measures 

to reduce CO2 emissions. Implementation of this framework consist of integrated AWS Lambda, 

DynamoDB, Glue, and QuickSight in data processing, storage, analysis, and visualization, enabling 
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stakeholders to make informed decisions and take proactive actions to optimize vehicle performance 

and minimize environmental impact. Overall, this framework is designed to improve the efficiency 

of data collection and processing, facilitating effective CO2 emission reduction strategies in the 

context of smart vehicle networks. 

 

Related Work 
 

          Several frameworks have been developed to address challenges in carbon emission reduction 

and improve energy conservation and efficiency in transportation systems. This section provides a 

review of few selective works which are closely related to the proposed framework. 

           

             The JMeter framework has been used to evaluate performance metrics and resource 

utilization in various open source serverless frameworks (Palade et al., 2019). Implementing data 

pipeline architectures, such as CCoDaMiC (Dehury et al., 2020) reduces energy consumption and 

carbon emissions associated with unnecessary data transfers. Exploring nomenclature for 

characterizing serverless function access patterns and leveraging WebAssembly (Hall and 

Ramachandran, 2019) aims to improve performance, optimize resource utilization, and contribute to 

energy savings in serverless environments. OWL scheduler (Tian et al., 2022) focuses on resource 

allocation and prioritization to reduce energy consumption and carbon emissions in serverless 

computing. Optimization strategies for deployment modes and evaluation of different approaches for 

building serverless data pipelines aim to minimize resource consumption and associated energy usage 

in IoT environments. 

 

           In order to optimize energy consumption, reduce carbon emissions, and enhance overall 

efficiency in transportation systems, some of the existing strategies employed include smart charging 

for autonomous electric vehicles, intelligent optimization-based demand-side management in smart 

grids, cloud-based smart parking methodologies, and the development of data-driven vehicle travel 

CO2 models. These all are distinct in their objectives and approaches to optimizing energy 

consumption, reducing carbon emissions, and enhancing overall efficiency in transportation systems 

(Ahmed et al., 2019). 

 

          Considering the impact of intelligent transportation systems (ITS) on energy conservation and 

emission reduction (ECER) in transportation networks, particularly in the context of smart cities, the 

article (Lv & Shang, 2023) examines the development of transportation systems and the evolution of 

monitoring technologies towards ITS. It explores the paths to achieving ECER in transportation 

through aspects such as transportation, organization and management, and energy upgrading. The 

analysis highlights the increasing intelligence of traffic systems, the role of visualizing traffic data in 

alleviating congestion and improving vehicle ECER, and the importance of government policies in 

promoting energy-saving measures for effective ECER transportation. Another framework in (Sun et 

al., 2023) includes a parallel transportation level and a parallel vehicle level, enabling accurate 

estimations, credible predictions, and emission-aware optimal planning. The integration model 

incorporates modern aftertreatment systems (ATS) as a core module for improved accuracy. A case 

study on CO2 emissions validates the functionality of the framework.  
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          In the framework developed by Iacobucci et al. (2021) the focus is on the development of 

practical smart charging strategies for fleets of autonomous electric vehicles (AEVs), specifically 

ride-hailing and shared AEV systems. The aim is to optimize the operation of AEVs by integrating 

independent optimization modules with a simulation model. By considering dynamic electricity 

prices, the proposed approach demonstrates scalability, flexibility, and practicality. The approach was 

tested using real-world data from taxi trips in New York City, showcasing significant reductions in 

charging costs and carbon emissions compared to uncoordinated charging strategies. This 

optimization can lead to mutual benefits for fleet operators, passengers, and the power grid, 

facilitating the transition to intermittent renewable energy sources.  

 

            Zhang et al. (2022) developed a framework based on the integration of advanced concepts, 

technologies, and management methods in smart logistics platforms to improve logistics efficiency, 

but highlights the energy consumption issue. The study aims to address this issue by examining the 

intelligent measurement and monitoring of carbon emissions in smart logistics. The paper compares 

and analyzes carbon emission accounting standards and calculation methods, selecting the carbon 

emission factor method for studying carbon emissions in the smart logistics process. It establishes 

carbon emission calculation models for key storage technologies and proposes a carbon emission 

energy consumption assessment framework based on 5G shared smart logistics. 

 

         The rapid industrial revolution worldwide has led to increased carbon dioxide (CO2) emissions, 

primarily from vehicles and factories. Vehicle emissions, particularly from personal cars on 

congested roads, contribute to around 40% of the global CO2 emissions. Additionally, the lack of 

parking spaces and inefficient parking search methods exacerbate the problem. To address this issue, 

a cloud-based smart parking methodology is proposed in (Ali et al., 2022) enabling drivers to 

automatically find and receive recommendations for nearby parking areas with available spaces. The 

methodology utilizes analytical hierarchy process (AHP) and weighted sum model (WSM) 

techniques for decision-making and ranking of parking areas. Evaluation results demonstrate that the 

proposed methodology outperforms traditional approaches, offering potential benefits in reducing 

CO2 emissions and improving parking efficiency. 

 

Scalability, cost-efficiency, and ease of management are key advantages offered by the serverless 

framework. It allows organizations to easily scale applications, optimize resource utilization, and 

accommodate fluctuating workloads. The pay-as-you-go pricing model ensures efficient resource 

usage, eliminating the need for upfront investments. Automation of operational tasks frees up 

resources and time for innovative energy conservation solutions. Seamless integration with other 

cloud services enhances overall effectiveness and promotes collaboration (Mahmood et al., 2019). 

        

    Although each strategy has its unique focus and methodology in leveraging the benefits provided 

by the cloud infrastructure for effective coordination and collaboration, ultimately leading to 

optimized transportation systems. However, the existing strategies, including smart charging, 

intelligent demand-side management, cloud-based smart parking, and data-driven CO2 models, have 

limitations in considering real-time factors and accurately estimating carbon emissions, evaluating 

performance metrics, reducing unnecessary data transfers, and optimizing resource utilization. 

 

Collecting data on emissions involves various methods and technologies, prioritizing data privacy 

and security. Therefore, it is crucial to prioritize data privacy and security while complying with 
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regulations and obtaining consent from vehicle owners or users to ensure ethical and legal data 

collection practices (Ahmed et al., 2019). This work is mainly focused on collection, ingestion, and 

analytics requirements of carbon emission data. Nevertheless, data security and privacy of small, 

medium, and large organizations are important for survival of business (Raghavan et al., 2017; 

Raghavan et al., 2017).  

 

STIOVC Framework: Design Requirements  
 

The serverless framework offers advantages such as scalability, cost-efficiency, and ease of 

management, revolutionizing the industry.  To optimize data processing and reduce CO2 emissions, 

an optimized cloud service-based serverless framework called STIOVC is proposed, and its design 

requirements are analyzed. This framework utilizes the pull/push data model (Hogue, 2020) and AWS 

services build using AWS SAM template (Smith, 2021) to enable real-time data ingestion, analysis, 

and visualization, facilitating informed decision-making and proactive emission reduction strategies.  

 

The STIOVC framework monitors and detects changes in the data generated by connected vehicles 

using mechanisms like event-driven architectures, change tracking, or real-time data streaming. 

When a change is detected, the updated data is proactively pushed to the intended recipients, ensuring 

they receive real-time or near-real-time updates without making frequent API calls. Before pushing 

the data, intelligent filtering mechanisms are applied to transmit only relevant and necessary 

information, further optimizing network resources. 

            By adopting the pull/ push data model (Hogue, 2022), the STIOVC framework achieves 

several benefits. Firstly, it reduces network traffic by transmitting data only when changes occur, 

conserving network resources, which is especially crucial when dealing with substantial volumes of 

data from connected vehicles. Secondly, it lowers latency by proactively pushing data instead of 

waiting for API requests and responses, enabling faster decision-making and responsiveness. Finally, 

the efficient utilization of resources, including network bandwidth, processing power, and storage, is 

achieved by minimizing unnecessary API calls and data transfers. This leads to cost savings and 

improved scalability. 

            In the developed pipeline using AWS SAM (Smith, 2021), and STIOVC, the pull/push 

concept is integrated throughout the data collection, ingestion, processing, storage, analysis, and 

visualization stages. Smart vehicle sensor data is collected and securely transmitted through AWS 

IoT Core, utilizing the pull data model and pushed to AWS Kinesis Data Streams for real-time 

ingestion. AWS Lambda functions, defined using AWS SAM (Smith, 2021) processes the data and 

store it in DynamoDB for efficient access. AWS Glue enable data analysis and filtering, while 

decision-making is facilitated by retrieving relevant data from Amazon S3 through Lambda functions 

triggered by events. Visualization of the data can be achieved using Amazon QuickSight. 

            By leveraging the pull/push data model within this integrated pipeline, the STIOVC 

framework maximizes efficiency, reduces data redundancy, and enhances the overall performance of 

the network infrastructure. This approach ensures that data transfers and API calls are minimized, 

resulting in improved system efficiency, reduced latency, and optimized resource utilization. 

Ultimately, the pull/push data model contributes to effective data collection, processing, and 

visualization for decision-making in the context of the Smart Internet-of-Vehicles Network. 
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          The analysis of carbon emissions data from smart vehicles plays a crucial role in carbon 

emissions control for several reasons. Firstly, by analyzing the emissions data, we can identify the 

level of greenhouse gas emissions produced by smart vehicles, enabling us to measure and monitor 

the environmental impact. This information is essential for developing effective strategies to reduce 

emissions and mitigate climate change.  

          Secondly, the analysis helps organizations comply with regulatory requirements related to 

carbon emissions. By understanding and monitoring emissions data, organizations can ensure they 

meet the necessary standards and regulations set by governing bodies. Furthermore, the analysis helps 

optimize energy efficiency in smart vehicles. By identifying areas for improvement in fuel efficiency 

and emissions reduction, organizations can implement measures to enhance the overall performance 

of their vehicles and minimize environmental impact. In addition, the analysis supports the promotion 

of sustainable transportation practices.  

          By studying emissions data, organizations can identify opportunities to shift towards low-

emission transportation options, such as electric or hybrid vehicles, or explore alternative 

transportation methods that have a lower carbon footprint. Moreover, the analysis of emissions data 

contributes to improving air quality. By understanding the sources and patterns of emissions, 

organizations can take targeted actions to mitigate air pollution, enhancing the overall health and 

well-being of communities. Analysis of carbon emissions data informs decision-making processes. 

By gaining insights into emissions profiles, organizations can make informed choices regarding fleet 

planning, resource allocation, and the adoption of greener technologies.  

           Data encryption, access control, usage control and data masking are different approaches 

available in the literature ensuring security and privacy of collected data. For example, usage control 

authorization (Park et al., 2004; Rajkumar et al., 2016a; Rajkumar et al., 2016b; Rajkumar et al., 

2020) and its implementation (Rajkumar et al., 2009a; Rajkumar et al., 2009b; Rajkumar et al., 2010). 

A comprehensive usage control in security applications is explored in the survey (Lazouski et al., 

2010). The framework must include such secure data ingestion. 

 

Managing carbon emissions from smart vehicles is a crucial aspect of industrial management, 

involving optimization of operations and processes for environmental sustainability. Industrial 

managers ensure compliance with emissions regulations, promote resource efficiency, reduce costs, 

enhance reputation, and drive innovation. They play a pivotal role in developing strategies, adopting 

new technologies, and implementing measures to mitigate carbon emissions. By effectively managing 

carbon emissions, industrial managers contribute to a sustainable transportation ecosystem and 

organizational success. Furthermore, considering the broader impacts of the frameworks is crucial. 

Evaluating their environmental, economic, and social implications beyond efficiency metrics would 

provide a more holistic view. Assessing factors such as accessibility and long-term sustainability 

would ensure that the frameworks contribute positively to multiple dimensions of transportation 

systems.  Overall, managing carbon emissions from smart vehicles aligns with industrial management 

principles and contributes to a more sustainable transportation ecosystem. 
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Conclusion 
 

This work provided a requirement analysis for the framework called 'Serverless Tracking for Internet-

of-Vehicles Carbon' (STIOVC) to address the challenges in reducing carbon emissions from smart 

vehicles and advancing energy conservation in transportation and logistics. The STIOVC framework 

leverages serverless computing and integrates the pull/push data model with AWS services to 

optimize data collection, processing, and visualization for decision-making. the framework 

contributes to cost and resource optimization by minimizing unnecessary API calls and data transfers. 

framework enhances decision-making capabilities by providing a streamlined data pipeline for 

accessing relevant data through AWS services. Industrial managers can analyze carbon emissions 

data and gain valuable insights for informed decision-making and promote sustainable smart 

transportation. 
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