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Abstract. Currently, the use of bots, disguised as ordinary users of social net-

works and guidance with special programs, has serious consequences. For exam-

ple, bots were used to influence political elections, distort information on the In-

ternet, and manipulate stock prices on the stock exchange. The detection of bots 

in social networks is carried out by many research teams, the areas of research of 

which include the use of machine learning methods. However, the practical re-

sults of detecting bots on social networks indicate significant limitations, since 

the methodological tools used have language limitations and ineffective criteria 

for determining bots. 

The report provides a description of the information-analytical system (client-

server application) that allows for collection and analysis data of social networks 

in order to identify bots. The application is based on a bots detection module 

based on the assembly of classifiers of social network accounts, the capabilities 

of which allowed to minimize the risk of bot detection errors. The practical uti-

lizing of the application allows increasing the operatively and effectiveness of 

detecting bots in comparison with other approaches. 

Keywords: bots detection; social networks; machine learning; ensemble of mod-

els; association of classifiers. 

The development of new approaches to improving the security of state organizations 

and users of information web-systems is a constant and urgent task. 

The information-analytical system for detecting bots on social networks based on a 

special association of classifiers is a client-server application that allows to: 

1) provide a decentralized management system, access to resources from all devices; 

2) evaluate informational occasions; 

3) identify bots among subscribers and in individual communities of social networks; 

3) interactively display on maps and graphs the results, generate reporting and infor-

mation documents; 

4) provide API to third-party services. 
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The application is designed to improve the existing decision support system for iden-

tifying bots and developing organizational and technical measures to neutralize the con-

sequences of using bots. 

The main consumers are state and commercial organizations, as well as well-known 

personalities, against which negative information can be disseminated. 

The connection to the server is established using the HTTPS protocol using encryp-

tion in order to increase security. 

The application can be installed on any computer on the local network with any op-

erating environment, including the Astra Linux Special Edition. 

Due to the large amount of data transferred, it is necessary to have a high-speed 

connection between the server and the client. 

To perform remote administration of the application via the web interface, the 

Apache webserver is required. The architecture of the application is shown in see Fig. 

1. 

 

 

Fig. 1. The architecture of the information-analytical system for identifying bots of social net-

works. 

An element of the scientific novelty of the developed approach for identifying bots 

of social networks is the recommended combination of the following features: thematic 

relationship of accounts, activity, anonymity, and data inconsistency. A feature of this 

approach is to take into account the growing tendency to use one set of bots to solve 

different informational goals. 

The developed approach to detecting bots on the Twitter social network based on a 

special association of classifiers has an advantage in terms of performance over modern 

machine-learning algorithms and can reduce the error of detecting bots. Since the ac-

tivity of social network bots includes categorical attributes, adaptation to the source, 

data is necessary to use ensembles of models. 
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However, despite the advantages of machine learning, one of the main drawbacks of 

the developed approach maybe its impracticality when there are too many unique rec-

ords, for example, because string representations of categorical features display typos 

or combinations of several data in the same records. 

The practical application of the application allows for increasing the efficiency and 

effectiveness of detecting bots in comparison with other approaches. 

As a further development of research, we can distinguish: 

- study of the issues of collecting additional data about social network accounts; 

- analysis of the effect of data imbalance on model training; 

- study of the possibilities of increasing the productivity of detecting bots of social 

networks. 
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